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= » Spam law allows bounty hunts

By Tim Lemke

THE WASHINGTON TIMES
Published December 22, 2003

< www.washingtontimes.com >

Deep within the text of the antispam bill signed by President Bush last week is a clause that could allow
ordinary citizens to cash in on the prosecution of those who send mass amounts of fraudulent e-mail
advertisements.

The Can-Spam Act, which goes into effect Jan. 1, empowers the Federal Trade Commission to create a
bounty system allowing anyone to receive 20 percent of any money collected from spammers they help catch.
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Some antispam advocates said the system would create an anmy of people searching for spammers, thus
easing the burden on the FTC and law enforcement agencies. But to others, it is a useless effort that could
lead to chaos and vigilantism.

Unsolicited commercial e-mail, or spam, makes up nearly 60 percent of all e-mail sent worldwide, and
costs businesses more than $10 billion annually, technology analysts say. Much of the spam is fraudulent or
misleading, and routed in a way that makes the sender difficult to identify. The Can-Spam Act bans the most
fraudulent forms of spam and illegalizes commercial e-mail to anyone who has asked not to receive it

Violators of the Can-Spam Act may be fined a maximum of $6 million and receive up to five years in
Iprison.

The bounty system is the brainchild of Lawrence Lessig, a law professor and founder of the Stanford
Center for Internet and Society. Earlier this year, he said he would resign his job if a national law featuring a
bounty system did not "substantially reduce the level of spam.”

Rep. Zoe Lofgren, California Democrat, and Sen. Jon Corzine, New Jersey Democrat, worked to insert the
tbounty provision into the Can-Spam Act.

The law says the FT'C has nine months to issue a report to Congress proposing a reward system. The FTC
will have full authority to determine how the system will work and what information e-mail users will need to
provide in order to collect reward money.

"We're going to do an objective study and look at all the angles in depth,” said FTC stafl attorney Brian
Huseman.

The FTC also will consider requiring marketers to label their advertisements with an "ADV" or other
abbreviation in the subject line. Mr. Lessig has said that requirement would make the bounty system more
workable, but critics say it would place a heavy burden on honest marketers. The FTC is required to create a
label system within 18 months, or report to Congress any concerns that lead it to recommend against the
system.

Some antispam advocates said allowing individuals to sue spammers would be more effective.

“[A bounty] would not, in any way, provide the kinds of deterrents a private right of action would provide,"
said David Kramer, a lawyer with the Palo Alto, Calif, firm of Wilson Sonsini, Goodrich and Rosati.

Mr. Rosati has been involved in crafting antispam legislation at the state level.

Some antispam advocates said a bounty system is intriguing but that spam i1s so unpopular that an incentive
15 not needed.

For years, spam "blocklists,” such as Spews.org and Spamhaus, which research and post information about
suspected spammers, have helped identify some of the most egregious senders of junk e-mail.

Most are operated by volunieers, with donated computer equipment and bandwidth.
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Some spam analysts cautioned that monetary rewards could lead to a lot of false leads, because few !
individuals have the expertise or technology needed to find the identities and locations of spammers. |
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"There's obviously a lot of people who are rabidly antispam,” said Andrew Lochart, director of product
marketing for Postini, a company that offers services to protect companies against spam.
“Certainly there have been situations where there's a case of shoot first, ask later.”

1. $HEe=+EFXFAFERG) - R “spam” - (15%)
2. Please argue for or against Professor Lessig’s idea— the “bounty provision” in the Can-Spam Act.

(40%)
= ~ THE MISUNDERSTANDINGS ABOUT THE WTO: WRECKS JOBS?

The WTO does NOT destroy jobs or widen the gap between rich and poor

The accusation is inaccurate and simplistic. Trade can be a powerful force for creating jobs and reducing
poverty. Ofien it does just that. Sometimes adjustments are necessary to deal with job losses, and here the
picture is complicated. In any case, the alternative of protectionism is not the solution. Take a closer look at
the details.

The relationship between trade and employment is complex. So is the relationship between trade and
equality.

Freer-flowing and more stable trade boosts cconomic growth. [t has the potential to create jobs, it can help to
reduce poverty, and frequently it does both.

The biggest beneliciary is the country that lowers its own trade barriers. The countries exporting to it also
gain, but not as much. In many cases, workers in export sectors enjoy higher pay and greater job security.

However, producers and their workers who were previously protected clearly face new competition when
trade barriers are lowered. Some survive by becoming more competitive. Others don't. Some adapt quickly
(for example by finding new employment), others take longer.

In particular, some countries are better at making the adjustments than others. This is partly because they
have more effective adjustment policies. Those without effective policies are missing an opportunity because
the boost that trade gives to the economy creates the resources that help adjustments to be made more easily.

‘The WTO tackles these problems in a number of ways. In the WTO, liberalization is gradual, allowing

ountries time to make the necessary adjustments. Provisions in the agreements also allow countries to take
ontingency actions against imports that are particularly damaging, but under strict disciplines.
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At the same time, liberalization under the WTO is the result of negotiations. When countnics feel the
necessary adjustments cannot be made, they can and do resist demands to open the relevant sections of their
markets.

There are also many other factors outside the WT(O's responsibility that are behind recent changes in wage

levels.

EW]’I}' for example is there 2 widening gap in developed countries between the pay of skilled and unskilled
.Ewmkers'? According to the OECD, imports from low-wage countries account for only 10-20% of wage
Ec:hangﬂs in developed countries. Much of the rest is attributable to “skill-based technological change™. In
Euther words, developed economies are naturally adopting more technologies that require tabour with higher
levels of skill.

The alternative to trade -protection - - is expensive because it raises costs and encourages inefficiency.
According to another OECD calculation, imposing a 30% duty on imports from developing countries would
actually reduce US unskilled wages by 1% and skilled wages by 5%. Part of the damage that can be caused
by protectionism is lower wages in the protectionist country.

At the same time, the focus on goods imports distorts the picture. In developed countries, 70% of economic
activity is in services, where the effect of foreign competition on jobs is different — if a foreign
telecommunications company sets up business in a country it may employ local people, for example.

Finally, while about 1.15 billion people are still in poverty, research, such as by the World Bank, has shown
that trade liberalization since World War 1l has contributed to lifting bilhons of people out of poverty. The
iresearch has also shown that it is untrue to say that liberalization has increased ineguality.
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